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« Wikipedia [BEHD S| https://ja.wikipedia.org/wiki/EE A" 5
« Wikipedia "Harassment” https://en.wikipedia.org/wiki/Wikipedia:Harassment
. Wikipedia “Cyberbullying” https://en.wikipedia.org/wiki/Cyberbullying
« PEN America “Defining Online Abuse: A Glossary of Terms”
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abuse.ch “Measuring Reaction Time of Abuse Desks” (2018/10/1)
https://abuse. Ch/blog/measurmg reaction-time-of-abuse-desks/

Average Reaction Time: 153h 58m

N

It shows that abuse desks in Ukraine (UA) Japan (JP) and Zimbabwe (ZW) tend to be slower than
abuse desks located in e.g. Mexico (MX), Iceland (IS) or Pakistan (PK).

[ 54F, BAR, ¥y N7 IDabuseT X7 F. AXF¥>a, 7ARXT K.
IWEZRZVIREICH DabuseT R 7 & V) LA ZERALHDZZEEZRLTVWET, |
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= R
GH ING MALWARE AND BOTNETS, il

[Abuse.ch DEHRBE|Z, VLT T ERY b2y MIESEBWT, YAN—ZFA2FHEL B
e BZETT, Bttid, YAN—ZRICETI2EANLEZERA TPV A T X% T3
2R ITEF 2 T A RECEFARIEETZIERA VTV VA T—X%3I 2=
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] Zitii)?*—f_h\J AHmIEESIZA O D

abuse.ch %'blogIZZ|F 726 1[E D Average Reaction Time 0)55\%5’]731
Z D& ﬂﬁéﬂ@ﬁ\ B ZIEZEEDOAORGDPE LB L 7235512, @D irm\%f:“%ivb\?

Ukraine (UA) 130h 06m 43,792,855 200.1B 4,835.6
Japan (JP) 153h 53m 125,681,593  4,940.9B 39,312.7
Zimbabwe (ZW) 167h 00m 15,993,524 28.4B 1,773.9
Mexico (MX) 07h 25m 126,705,138 1,272.8B 10,045.7
Iceland (IS) 02h 56m 372,520 25.6B 68,727.6
Pakistan (PK) 02h 04m 231,402,117 348.3B 1,505.0

AO/GDP/1 A¥7- 1) GDPOfE Z1HRIBITL Y https://data.worldbank.org/?locations=UA-JP-ZW-MX-IS-PK

AFOF LN MDA AEIFRERENENT 5, ZNISHOA R VEITEATCERITEREEIC X 556 A
BLVEEEQESOECES S LNAL, EFREAAE C HREDERLBLGTOBEERE S 555 ?

Itary (IT) 35h 48m 59,109,668 2.11T 35,657.5

Germany (DE) 40h 51m 83,196,078 4.26T 51,203.6

Canada (CA) 49h 33m 38,246,108 1.99T 51,987.9

France (FR) 70h 00m 67,749,632 2.96T 43,659.0

United Kingdom (GB)  70h 54m 67,326,569 3.13T 46,510.3

United States (US) 88h 06m 331,893,745 23.32T 70,248.6

Japan (JP) 153h 53m 125,681,593  4,94T 39,312.7

AO/GDP/1 A%7-Y GDPO{BEIFHFRIEITL V) https://data.worldbank.org/?locations=IT-DE-CA-FR-GB-US-JP



https://data.worldbank.org/?locations=UA-JP-ZW-MX-IS-PK
https://data.worldbank.org/?locations=IT-DE-CA-FR-GB-US-JP

S o FhDabuseXtin. BT E-- 7

abuse.ch ' blog ICZ(f7-6 hE. G7, AN &L TH [HARITEWL] .
B, [ ZABRICHD-7-] EEERT Z2EF[MOBIIZMAIA D ? (LD [TEZmabuseROIIC] 747K
VvEBEL, [ZLTWD] TA XTIV EHERLIZADIET VREHZ7ZAHIH0?

ZDOEICH abusecch (ZEEEB L TH Y., HIZIXXRDOURLET labuselZ
L7-% 2% (malware, botnet) DIERIBHZZIF-AR] [7FANNA %X
DabuseEII IER L7-HE & ZD%E5] [IRTE online A offline
H] ERFELTWS,

« https://urlhaus.abuse.ch/browse/

« https://feodotracker.abuse.ch/browse/

¥ (Zabuse.chlZfcdDblog T 7 O/ A4 X DabuseEZILHN R DH 5 74 L
MREZIER T & &bIC. RBOFEREE LT, 78X, X118
WIS T 52 LB TEDLDICASESHMNDRSS 7 1 — FHIBHL T
I

« https://urlhaus.abuse.ch/feeds/asn/9370/

Malware Botnet C&C

Database Entry

1P acldress: 60,16 -
kim0

First seen;

Botnet C&Cs
The table below shows al botnet CECs knw o F

AS9370m3ZE abuse.ch (& [abuse{at}nic[dot]ad[dot]jp &
info{at}jpcert[dot]or[dot]jp (Cabuse L EF#X->7] £EWE T,
LA LAS9370A%ERA L TUL B abuse@f&ld abuse@sakura.ad.jp
TY, [BEDEZ] [LEKDOITEEVHRERREZIFIEDET,

TlIHE., ERICTEEWVWHDELBZDTL &£ 5D,

Abuse complaint(s) have been sent to
hostmaster{at}nic[dot]ad[dot]jp and

info{at}jpcert{dotlor{dot]jp aint se

ik mott S 2 Offline S Oe- 2022.05-20116:00

https://feodotracker.abuse.ch
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abuseBEHZA A R TH S (APNIC whois DiFE)

[ 728, abuseEEDITEZEWARET 2D

$ whois 160.16.0.0 ] BANTHETT,

Found a referral to whois. apnic. net. Z_E‘j:\ JPN'C%)\ '\O\ g <'\O 4 \/Q _j‘ Y/ '\ C:
EIRY SNTWBIPY KL X%, whoist —

% [vhois. apnic. not NEFEE L Fwhois v~ FTRE LT,

% Whois data copyright terms  http://www. apnic. net/db/dbcopyright. html APNIC whois 75‘43,%/7__\ SNTWET,

160.16.0.0 ##8% L <. 160.16.0.0/16 D&
WABESNTWLET, 160.16.0.0/16 |70

% Information related to ' 160.16.0.0 - 160. 16. 255. 255’

% Abuse contact for ' 160.16.0.0 — 160.16. 255. 255" is 'hostmaster@nic. ad. jp’ INA ?“;’%}ﬁﬁjﬁﬁ? FL X (PA7 KL X:
Provider Aggregatable Address) Td,

inetnum: 160.16.0.0 — 160. 16. 255. 255 .

netname: SAKURA :‘Abuse contact for <_SNIP> is

descr: SAKURA Internet Inc. hOStmaSter@nlc.ad.jpm EHBHDT,

descr: Tokyo Tatemono Umeda Building 11F, 1-12-12, Umeda, Kita—ku, Osaka 530-0001 Japan FEICFHEDHIE. I nbabuseEIZI T L EFR

country: JP L —C E ??\'S'CTO

admin-c: JNIC1-AP

tech-o: INICT-AP LHL. ERICCHODIP7FLRZEIRbNT-

statys: Al L OCATED PORTABLE %ﬂﬁﬁ\ﬁ"é" L < L\éabuseiﬁ_.’ﬁﬁﬁ'ﬁti

remarks: Emai| address for spam or abuse complaints : abuse@sakura. ad. jp abuse@sakura.ad.jp —6\-3-0

by &Xi&ﬂéﬁér ZNIZT D remarks ICRRSNE T,
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$ whois —h whois.nic.ad. jp 160.16.0.0

Network Information:

[Nameserver]
[Assigned Date]
[Return Date]
[Last Update]

Less Specific Info.

a. [Network Number] 160.16.0.0/24

b. [Network Name] SAKURA-NET

g. [Organization] SAKURA Internet Inc.
m. [Administrative Contact] KT749JP

n. [Technical Contact] JP00072233

o. [Abuse]

p. [Nameserver] nsl.dns. ne. jp

p

ns2. dns. ne. jp
2014/08/217

2014/08/27 05:47:03 (JST)

SAKURA Internet Inc

[Allocation] 160.16.0.0/16

ZHHIEREICIP7 FL X% JPNIC whois (288
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160.16.0.0 #18& L T, 160.16.0.0/24 E
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JPNICHEIKICEIY) IRON7-PAT F L ZDEIH
T7FLRE, PI7 FL X(Provider
Independent Address). Z L TASESIC
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&TY,
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$ whois —h whois.nic.ad. jp 160.16.0.0/16

Network Information:
[Network Number]
[Network Name]

[Organization]

160.16.0.0/16

SAKURA Internet Inc.

[Administrative Contact] KT749JP

[Technical Contact] JP00072233

[Abuse] abuse@sakura. ad. jp
[Allocated Date] 2013/01/07

[Last Update]

Less Specific Info.

No match!!

2022/06/08 10:30:26 (JST)
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abuse BRI EBAZELEDTESD, ZAKYYa—arvidydl) Fd,

$ host -t TXT 1.0.16.160.abuse-contacts.abusix.zone.

1.0.16.160.abuse-contacts.abusix.zone descriptive text "hostmaster@nic.ad.jp"

$ pip install querycontacts
$ querycontacts 160.16.0.1

hostmaster@nic.ad.jp
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AR D BE DA%, RFC 6449 “Complaint Feedback Loop Operational
Recommendations” (November 2011) A Z £ 9 H. BEixlE X-ARF
(eXtended Abuse Reporting Format) ORFENBEA LT T,

Abuse Reporting [ZHERAYAREZEE. 7- & 2 1L Netcraft X> SpamCop AR
LTHY., FhLR— 22 50l0FEETH, 7-& 2I1F DigitalOcean
N IX-ARFFERD L AR— b2 {F1F5] LE->TWET,

INHOPE (IREZERIL /IR 2EHEEGE) . [HEET X-ARF ZfFE > T
5] CERRBOZTELTWE LT,

[abused D& DO & DIZwhoisZF| X, FTA—ILE XA 7L, abuseBRO
BT S ] FAREROERTT, BRITTLWAERDBBEVET,

O i

aaaaaaaaa

meaScript

XARF - eXtended Abuse Reporting Format

Latest Release

Current Version

https://github.com/abusix/xarf

BHLTRLC 2

EU Digital Service Act |Z ISP, K X A ~ l/°/°Z fZ. RAT 4 T HhHKRE
B7Z7y b 7r—~v—FT, [EEROZXITL, SHELR— Mz HE
K] EkdTWET,

AXRLBEED S 7 v b 74— LY —EMEEIC DSAZMET 5 BRPE
E/_\ﬁi\% U i L/?L;o rabuse,u\[l—?{;%n N /D\D%lr—_‘].t)] }Eﬁ L/\ }l(fl'}/_fj(,:/D\,\
TLR=FERFETZ] FlE. HE20H7-Y FZIH->TITL<DOTL £ 9,

https://commission.europa.eu/strategy-and-policy/priorities-

2019-2024/europe-fit-digital-age/digital-services-act-

ensuring-safe-and-accountable-online-environment _en



https://forum.spamcop.net/topic/49040-digital-ocean-report-this-some-other-way-maybe/
https://github.com/abusix/xarf
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act-ensuring-safe-and-accountable-online-environment_en
https://www.soumu.go.jp/main_sosiki/kenkyu/platform_service/index.html
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