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[2018~20194F ICANNEHERFBI10HMERFEL] ICHWT, JPNICA ¥ & —3F v MELBBRTHZMNERHIFERINE L, 2018412
B12Bf 737> 22mi@ Y, JPNICIE, ICANNT FL X ZHEM(ASO)2Ic L 2 EMAEDIHRICHY . ASODT F L XFFHR(AC) Ioxt
LTHHZHBLTEY £ L7, RPOBR, 2019F3827HICASOACIE, AEEICHNEBLE T ERRLELE.

ICANN ASOIC & 2 BETF IR
htts://asao.icann.org/https://aso.icann.org/aso-ac-selects-akinori-maemura-to-serve-in-seat-10-of-the-icann-board-of-directors/
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IhEBUEAIZ. 2019F11828ASTEETHF L - EV VAL THES NS E66EICANNSEO B S, 2022FE0FERBRE
TH3ER, 2HELAIABEOBEEBHILICAY T,

-

AifdSDaxy b
BEARNAMDO T SADES£IC, JHFE THEEFVWELVWEER, BHTFEECEBEERLTIENTEE L.

2016F114FLURICANNERR(CBE L, YMBFRYE-1BEL LTOXRBL, RLICHREBA LTI LN TES &
DlchoTEE L. WRICEFIORFEICHIoTIE IHAOEANE OBE LR E LI S—EIDLER & RfER>

https://www.nic.ad.jp/ja/topics/2019/20190328-01.html

F$%4:10 - 201942828H - Twitter for Android

https://twitter.com/maz_zzz/status/1101016718644662272
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s . BEOHADSEE
Suguru Yamaguchi _ 20124F : SIEME

Posthumous Recipient

20134 : AABAK. SMHAERK
As a cybersecurity research pioneer and global leader in its - L] ﬁ A n

deployment, Suguru Yamaguchi played an integral role in

o e L \[7 =
increasing the security of the Internet in Asia and around the — . N ﬂ\

world.

—f—— . L
R | — 20174 : BERUHIRK
Dr. Yamaguchi was a founding member of the WIDE (Widely . 22/ AL

Integrated Distributed Environment) Project, which has been

HOME / INDUCTEES / SUGURU YAMAGUCHI

fostering network research and development activity since it
established the first Japanese Internet backbone in 1988. As
an active board member, he also began researching network
security systems for large-scale distributed computing

environments.

https://www.internethalloffame.org/inductees/suguru-yamaguchi
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L RFESZLIHEAE(North Atlantic Treaty Organization)(d. b RFEESEMIICEDE. 7 AU
SREZEFROEUEIET7 AU B (=T AU HELFAB LI —0OV/GEE(CKD TR SN

BEERMBETHD. (Wikipediak D)

Cyber defence

Last updated: 06 Sep. 2019 13:49

English ~ French = Russian = Ukrainian

Cyber threats to the security of the Alliance a

7 frequent, complex, destructive and coercive.
adapt to the evolving cyber threat landscape.

L 4 strong and resilient cyber defences to fulfil th
collective defence, crisis management and co

* Alliance needs to be prepared to defend its n

against the growing sophistication of the cybq
n faces.

Highlights

e Cyber defence is part of NATO's core task of collective defence.
e NATO has affirmed that international law applies in cyberspace.
. NATO’s main focus in cyber defence is to protect its own networks (including

In July 2016, Allies reaffirmed NATO's defensive mandate and recognised

cyberspace asa domaln of operatlons in which NATO must defend itself as

. AII|es also made a Cyber Defence Pledge |nJuIy 201 6 to enhance their cyber

(ﬁ_nR)'b‘/l’/\ ANR—Z(FZEH, IF'EJ:\ /’fﬁitﬂﬁ(e\ THEM
(CBAE LR TSR SR WEEKSEIR TH B,

d their

https://www.nato.int/cps/en/natohg/topics_78170.htm
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Israel Defense Forces & v
@IDF

CLEARED FOR RELEASE: We thwarted an attempted
Hamas cyber offensive against Israeli targets.
Following our successful cyber defensive operation, we
targeted a building where the Hamas cyber operatives
work.

HamasCyberHQ.exe has been removed.

VoA — N EBR

4810:55 - 201945861 - Twitter Web Client

I https://twitter.com/IDF/status/1125066395010699264 I

A ASTIVEIBE (L) \NANSDH 1 )(—
WE(IXW LT, Y0/ \—BhEfEE=z1TL )\,

CODEBN I UIZDE. INRADYA
N—ZOH R MEMI(TIRE LT,

A )\ —RECH U TEFEZAWCD

(ZHFTHHT?

2 kAR A

JMSDF Command and Staff College RBERN | U2 | $4b2vTF | English

CHNED REREROBN
HOME / B854 / 254 / 254139

L e YAN—RBICSH AL THM
—ARSINDNRA Y AN—THAKREERIT—
> RAHEN
> pPEYOR (254139 2019/06/18)
>35A Fexkkkrk
> [BRREHET )

A 25T )VERSE (The Israel Defense Forces :IDF) (3. 20195848 i H. 1 X5T
JURRE(Shin Bet)&55820015REBBRDHE S EUEICLY/N\TRDY A /\—TE 8 (cyber
operatives) &L ERELL L IDFIL. 4/ S—BAEMEBDRINHNT, RBICKE Do
NIADYAN—RBEBIL LU, BLINTADY A/ \—THRBHIEHTIENERENELLIE

https://www.mod.go.jp/msdf/navcol/SSG/topics-column/col-139.html
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Trump approved cyber-strikes against
Iranian computer database used to  [Z5y7 XU Hoo1/\— K= CET 5
plan attacks on oil tankers REERDC. SECTHEDREILL
B TTiEE LU TOYA/I-IREN,
R CmE(RAE) N3 L ST
CELITECSD.

i REUTERS

TECHNOLOGY NEWS

Exclusive: U.S. carried out secret cyber
strike on Iran in wake of Saudi oil attack:
officials

Idrees Ali, Phil Stewart 4 MIN READ L 4 f

President Trump speaks to the media outside the White House. (Jim Lo Scalzo/EPA-
EFE/REX/Shutterstock)

8 ) WASHINGTON (Reuters) - The United States carried out a secret cyber operation
y Ellen Nakashima /

against Iran in the wake of the Sept. 14 attacks on Saudi Arabia’s oil facilities, which
https://www.washingtonpost.com/world/national- Was

security/with-trumps-approval-pentagon-launched-cyber- https://uk.reuters.com/article/us-usa-iran-military-cyber-exclusive/exclusive-u-s-carried-out-
strikes-against-iran/2019/06/22/250d3740-950d-11e9- secret-cyber-strike-on-iran-in-wake-of-saudi-oil-attack-officials-idUKKBN1WVOEK

b570-6416efdcO803_story.html
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The RIPE NCC has run out of IPv4 Addresses

« RIPE NCC(Z2019/11/25(C&1%
D/220E IR D EA TR 12 ) RIPE NCC
e ZNICKDRIPE NCCODIPV4r

FUZE’E(I%@(:*E% L= The RIPE NCC has run out of IPv4

w Addresses
* ’%\ffé (iﬁiﬂ\éht 7 I\ \\DZb\B*ﬁ Today, at 15:35 (UTC+1) on 25 November 2019, we made our final /22 IPv4
*g,g%%b‘/ 24’& 1 E’t tj-EIJ D ;E aIIocationfTLor: tg: last remaining addresses in our available pool. We have now
% % ‘/j_ ’5“5 run out of IPv4 addresses.

Our announcement will not come as a surprise for network operators - IPv4 run-out

— 7:’: 7:’2 LJ lea |t| ng |_|Sti| t“ a_ I has long been anticipated and planned for by the RIPE community. In fact, it is due to

the community's responsible stewardship of these resources that we have been able

° J PO P M 3 60) ITA P N IC4 7 d RI R l/ to provide many thousands of new networks in our service region with /22 allocations
o) S o) ~ —_ after we reached our last /8 in 2012.

E%Eﬁ%ﬁ‘-gil\ L/ L \i 3— Recovered IPv4 Addresses and the Waiting List

Even though we have run out, we will continue to recover IPv4 addresses in the

- http ://WWW.J po pf. net/J PO PM 3 6 P future. These will come from organisations that have gone out of business or are
rog ram ?actl on =AttaCh FI |e&d O=Vi c|9sed, or from networks that return addresses they no longer need. These addresses

will be allocated to our members (LIRs) according to their position on a new waiting

eW&ta rg et = 7_RI PE78 . pdf list that is now active.

I https://www.ripe.net/publications/news/about-ripe-ncc-and-ripe/the-ripe-ncc-has-run-out-of-ipv4-addresses I
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Fraudulently obtained IP addresses uncovered and revoked -

Centreville, VA - May 13, 2019 - The American.Registry.for.Internet Numbers,.Ltd.
(ARIN).defeated an elaborate multi-year scheme to defraud the Internet community of
approximately 735,000 IPv4 addresses, has successfully required the return of all the
addresses, and stopped the defrauding party from continuing their scheme. The

emergent IPv4 address transfer market and increasing demand have resulted in more
attempts to fraudulently obtain IPv4 addresses from ARIN, the nonprofit member-
based organization responsible for distributing Internet number resources in the US,
Canada, and parts of the Caribbean.

https://www.arin.net/vault/about_us/media/releases/20190513.html

A cloud platform where

you need it

Micfo is an laaS provider operating one of
the largest networks of globally dispersed
cloud platforms for fog and edge
applications.

https://www.micfo.com/

« BOXABOSA FMHEFPERE

SR DEF

SIRERE (FARIN(CX I SFFHR

T. Amir Golestan&MicfoZzilesk Uz & FXR

« Amir Golestan&Micfold11D> )LD dI—RL—>3>Z=FIAU.
ARINN5#757,760BIDIPV4AY RL A%ZAIE(CHUE UTZRELN
- /13 + /15 + /16 + /17 + /20 = 757,752{&
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FR(CEAENZS )LD O-RL—>3>
: - - . = - 8. In 2017 and 2018 GOLESTAN sold, and attempted to sell, IP addresses
~_Company | Fabricated Individual |
a. | Contina John Lieberman
, | o | o a he had fraudulently obtained the rights to. Using a third party broker, GOLESTAN
b. Virtuzo Jeff Farber / Mark Schmidt
P Oppobox | Kevin Chang ‘ sold 65,536 IPv4 addresses for $13.00 each, for a total of $851,896.00. GOLESTAN
o “Telentia ~ Yong Wook-Kwon also organized a second transaction for another 65,536 IP addresses, for another
.| Univera Network / | Steve Cunningh . .
¢ chor:m\?a;sr e approximately $1,000,000.00. During this same time period, GOLESTAN had a
Tf | Roya Hosting I Brian Sherman
e T HostBang | Almad Al Bandi ' contract to sell 327,680 IP addresses at $19.00 per address, for a total of $6,225,910.00,
h | Hyper VPN ‘ ~ Scbatian Buszewski with half of these addresses consisting of Channel Partner addresses obtained
i | Fiber Galaxy | Pooya Torabi ) .
1 1 fraudulently. However, ARIN became aware of GOLESTAN’s fraud at that time and
J- Cloudiac Paul Lampert
- ’ was able to prevent the transaction from going through.

« 2017FEH52018F(CH\FTGolestan(ZT O—H—%=FAHUIPv4A)” RL X ZBR5E
« 65536{E=Z$851,896 CHRFE(1address=$13)
« 655361E%Z$1,000,000CHR7E(1address=$15.26)

- 327,6801E%Z$6,225,910CER5E(1address=$19)
— COHBIZARINICKDHIEENTZ,

https://www.courtlistener.com/docket/15619660/united-states-v-golestan/
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2. [P Number Resources:

IP Block
104.166.96.0/19
104.247.96.0/19
104.250.224.0/19
172.98.0.0/18
174.136.192.0/18
45.41.0.0/18
45.41.192.0/18
45.59.128.0/18
104.167.192.0/18
104.224.0.0/18
104.249.128.0/18
155.254.192.0/18
172.110.128.0/18
172.111.0.0/18
169.197.128.0/18
172.81.0.0/18

RNIECESENIZIPVAT RL AT Ow OD(—8B ?)

Entity Number of IP addresses
OppoBox 8,192
OppoBox 8,192
OppoBox 8,192
Telentia 16,384
Telentia 16,384
OppoBox 16,384
OppoBox 16,384
OppoBox 16,384
OppoBox 16,384
OppoBox 16,384
OppoBox 16,384
OppoBox 16,384
OppoBox 16,384
OppoBox 16,384
Border Technology 16,384
Border Technology 16,384

https://www.courtlistener.com/docket/15619660/united-states-v-golestan/

—BBDT” KL AMSPAMA —)LICfEDONTZ & DIRiES D

https://krebsonsecurity.com/2019/05/a-tough-week-for-ip-address-scammers/
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107.181.64.0/20
167.160.96.0/19
209.161.96.0/20
104.128.16.0/20
104.143.192.0/19
104.222.192.0/19
104.247.0.0/19
107.190.160.0/20
107.182.112.0/20
104.207.64.0/19
155.254.96.0/19
167.88.96.0/20
104.128.128.0/20
104.156.192.0/19
104.222.128.0/19
104.143.16.0/20
104.237.80.0/20
45.62.32.0/19
45.61.32.0/20
173.44.0.0/19
172.97.80.0/20
206.223.224.0/19
172.102.128.0/20
209.209.224.0/19
172.110.208.0/20
207.189.0.0/19

Contina 4,096
Contina 8,192
Telentia 4,096
Telentia 4,096
Telentia 8,192
Telentia 8,192
Telentia 8,192
OppoBox 4,096
OppoBox 4,096
OppoBox 8,192
OppoBox 8,192
Virtuzo 4,096
Virtuzo 4,096
Virtuzo 8,192
Virtuzo 8,192
Roya 4,096
Univera Network 4,096
Univera Network 8,192
Border Technology 4,096
Border Technology 8,192
Fiber Galaxy 4,096
Fiber Galaxy 8,192
Queen Systems 4,096
Queen Systems 8,192
Fairway Network 4,096
Fairway Network 8,192
SIPOFLPF-ST
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« oppobox(=x)LTJ 11—
@ oppobox

—RL—

INTRO PRICING FEATURES GAMERS CONTACTS

OppoBox Managed Servers, The Unrivaled
Online Gaming Experience

Smart & Simplified Game Server Hosting with unprecedented speeds designed for
uncompromising professional gamers. SSD-Equipped, Ultra-Fast, and Extra-Powerful

L SERVER PLANS

>3a>)cy

11
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TTAUTHIE

PRICING  FEATURES GAMERS CONTACTS LOGIN

f@oppobox

Product Configuration

The product/service you have chosen has the following configuration options for you to choose from

Product/Service

Billing Cycle
$3,500.00 USD Annually $

Configure Server

Hostname hoge eg. server1(.yourdomain.com)
NS1 Prefix: ns1 eg. ns1(.yourdomain.com)
NS2 Prefix: ns2 eg. ns2(.yourdomain.com)

Root Password:

Configurable Options

This product/service has some options which you can choose from below to customise your order.

10Mb/s Unmetered

SIPOFLPF-ST
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INTRO PRICING FEATURES GAMERS CONTACTS
@oppobox

Order Now

Powered by

INTRO PRICING FEATURES GAMERS CONTACTS
@oppobox

It's time to take your gaming business seriously! Let us
show you the simplicity of complex infrastructures and the

seamless completion of complicated installations. Let's Play

Now!

A—H—=njz?
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ARINODSH &

E]]

https://teamarin.net/2019/05/13/taking-a-hard-line-on-fraud/

What to Do If You Suspect Fraud

ARIN works to protect the registration rights of its IP address holders and to prevent
the fraudulent transfer of IP address space. Our staff actively investigates suspected
cases of fraud. If you have reason to believe a certain block of Internet number

resources may have been inappropriately obtained from ARIN or improperly

transferred, please submit a fraud report to us, and we will investigate it.

(#8:R)

Submit a Fraud Report “ = =
P ARIN(ZIPY? RL AFh BB DEFIEZREL

i\;t;r::li;;:isnfsr‘?ésézzzr:\;r’jz:;zr:di fraudulently obtained Internet number resources from ARIN, or unauthorized 7 '< DZX/\O_ ZO)Z:IE Td:@ﬂﬁ% B)IJ_JJ: L/ i a— o

This form is NOT for reporting ilegal or fraudulent nternet activiy lie network abuse, phishing, spam, identity XQ \\J j (Q:E’F/HKODE% (/ \D\‘@ 5 b— _ Z%*ﬁ*@ﬂq (:

theft, hacking, scams, or any other activity unrelated to the scope of ARIN's mission. Visit our Network Abuse page

et e 0 i s HELUET. IP7 RLADARINDSAREICHR
5. BULKEERESNEZERDODNSIESEHS
LTLEEW, HBELEY.

Contact Information and Attribution

Please provide complete contact information for internal ARIN staff purposes. If ARIN staff are unable to reach
you, your fraud report may be considered invalid.

* denotes required field

https://account.arin.net/public/fraud
13 SIPOFLF-ST

*First Name: | |
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;Pv47{ NLRTEE(CHS T DRMURAFFRADRE(CEE I D .. SREA(
AN Y it

. FEERMIG S TEIRBICEE LTS,

« ARIN(ZIPY” RL AGEEICEAT DANETHAICTUT. FAEUFERE
EB7ZE> CTWB(LDICRZXD),

« APNICTI(&?

1

APNIC

GGGGG

APNIC remains vigilant against fraud, but if you Taking a hard line
know of any resources that may have been on fraud

obtained or used in breach of APNIC policies,
please report it via the APNIC Helpdesk.

Tags: ARIN, Fraud, Guest Post,

recently announced it had won a leq gal case a f udulent acquisition of
IPv4 addresses in the USA. The case is receiving signi, l ttention in the
media, and ARIN’s Legal Counsel explains some of the ba k und behind the
case in the followi

#85R) APNIC(IFEHR(CX U CE 7z il T TULVE T,
APNICRUZ —(CER UTESE UL [FfERENT

I \J X %%D t 7— A P N IC } bj Z APNIC remains vigilant against fraud, but if you know of any resources that may
(/ \ 5 J j (/ \ b ’\ , have been obtained or used in breach of APNIC policies, please report it via the

— ‘E ;\ APNIC Helpdesk.
DICER/LTSZEUN,

https://blog.apnic.net/2019/05/22/taking-a-hard-line-on-fraud/
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